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ECRI Institute: 

ÅAn independent nonprofit organization 

that researches approaches to 

improving patient care. 



ECRI Health Technology Hazards 

ÅECRI top 10: 

ï2014: ñData Integrity failures in EHRs and 

other health IT systemsò 

ï2015: ñCybersecurity: Insufficient 

Protections for Medical Devices and 

Systemsò 

ï 2016: ñMisuse of USB portò CARESCAPE B650 and B850 

bedside monitors with software version 1.0.12: may spontaneously reboot if a device is connected to USB port 

ï2017: ñSoftware Management Gaps Put 

Patients, and Patient Data, at Riskò 

 







In The News 

Financial Times..2017 Nov 8th 

Medical Device Cybersecurity  
ÅSyringe pumps can be hacked and dosage 

changed: Industrial Control Systems Cyber Emergency 

Response Team (ICS-CERT), part of the US Department of Homeland 

Security  

ÅRecall of implantable cardiac defibrillators 
and pacemakers 
ï https://www.ft.com/content/75912040-98ad-11e7-8c5c-c8d8fa6961bb 

 

Wannacry ransomware. 
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ECRI: Five Steps approach to 

risk management 

ÅLeadership 

ÅEducation 

ÅPre-Procurement security risk 

assessment 

ÅInventory 

ÅSecurity Control 

Leadership – Education – PreProcurement security risk assessment – Inventory – Security Control 



 

 

Biomed IT Specialist 

ÅWork with IT closely ï helps trouble 

shootings 

ÅRegular security team meeting 

ÅMonitor changes in AD (Active 

Directory), Firewall, Network, NAC 

(Network Access Control) 

ÅEtc. 

 

 

Leadership – Education – PreProcurement security risk assessment – Inventory – Security Control 



 Vulnerability Specification 

ÅCVSS (Common Vulnerability Scoring 

System) - capture the principal characteristics of a 

vulnerability and produce a numerical score reflecting its 

severity to help organizations properly assess and prioritize their 

vulnerability management processes. 

 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Å CVSS-common vulnerability scoring system calculator 

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator  

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 
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sample CVSS report for BD 8015  
http://www.bd.com/en-us/support/product-security-and-privacy/product-security-bulletin-for-alaris-pc-unit-model-8015 ) 
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 Vulnerability Specification 

ÅMDS2 (Manufacturer Disclosure 

Statement for Medical Device Security) 
 

ï provides medical device manufacturers with a means for disclosing to 

healthcare providers the security related features of the medical devices 

they manufacture. 

ï E.g. what private data it collects, how they are stored and transmitted. 

 

 

Å http://www.himss.org/resourcelibrary/MDS2  

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 

http://www.himss.org/resourcelibrary/MDS2


Sample MDS2 by GE 

Å https://www3.gehealthcare.com/~/media/documents/us-global/support/product%20security/mds2/mlcl%20696%20mds2%20form%20hn%2012013.pdf 



RFP specs on privacy and security (IT) 

 

 



Education - FDA 

ÅUnited States Food and Drug 

Administration enforces laws to protect 

public by ensuring Medical Device 

safety, etc. 

ÅPay attention to FDA for guidance or 

new standards. 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Education – NH-ISAC 

ÅThe National Health - Information 

Sharing and Analysis Center  
 

ïMember driven intelligence information exchange system. 

ïMembers: healthcare infrastructure owners and operators, 

and the organization supporting the health sector. 

ïProvides members with actionable cybersecurity awareness. 

ïMission: enhance public trust by advancing health sector 

resilience to threats and vulnerabilities. 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Education – MDISS 

ÅMedical Device Innovation, 

Safety and Security consortium. 

ïMembers: health care providers, payers, manufacturers, 

universities, government agencies, technology companies, 

individuals, patients, patient advocates and associations 

ïCrowdsourcing Medical Device Risk Assessment platform 

ïCompare to MDS2: more in depth assessments, and more 

sharable  

ïDevelop and deliver best practices in public health, safety 

science, and cyber security 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Education – MDISS, FDA, and 

NH-ISAC collaboration 
Å ñé to foster rapid sharing of medical device vulnerabilities, 

threats, and mitigations... Doing so will help to proactively 

address cybersecurity threats and vulnerabilities that may 

impact patient safetyò.   https://blogs.fda.gov/fdavoice/index.php/tag/medical-device-

cybersecurity/ 

Å deploy collaborative information systems to support medical 

device risk assessment, surveillance and threat intelligence, and 

vulnerability information sharing.  

Å Encourage collaboration and responsible disclosure. 

Å Initiatives:  

ï Medical Device Risk Assessment Platform (MDRAP) 

ï Medical Device Surveillance and Threat Intelligence (MDSATI) 

ï Medical Device Vulnerability Information Sharing (MD-VIPER) 

 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Initiatives: 



Education - Guidelines 

ÅNIST 800-30 (Guide for conducting risk 

assessments) 

ÅISO14971 (Application of risk management 

medical devices)  

ÅAAMI TIR57 (Principles for medical device 

security-risk management) - provides medical device manufacturers 

with guidance on developing a cybersecurity risk management process 

ÅFDA: Post market management of 

cybersecurity in medical devices 
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM4

82022.pdf?source=govdelivery&utm_medium=email&utm_source=govdelivery 

 

 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Education - Conferences 

ÅAAMI (Association for the Advancement 

of Medical Instrumentation) 

 

ÅHIMSS (Healthcare Information and 

Management System) 

 

ÅThe Archimedes Center for Medical 

Device Security 

 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Inventory: Equipment Database 
Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 

Å MAC address 

Å IP 

Å DHCP status 

Å Software revision 

Å Patch level (vendor instructions) 

Å Security control (login rights ï default pw) 

Å Multi factor authentication 

Å Intrusion prevention system 

Å Intrusion detection system 

Å Risk assessment score 

Å Vulnerability scanning (beware of SNMP discovery not 

compatible)  

 



Medical Device Security 

Types: 

 

ÅPrivacy 

ïPHI 

 

ÅSecurity 

ïSoftware (login, application, drivers)  

ïnetworking 



Security 

ÅVulnerabilities 
ï Lack of device embedded basic security control.  e.g. antivirus, encryption 

ï Default hard coded admin passwords ï Documentation instructs not to change 

password. Cannot support equipment if password changed.  E.g. 

Electrophysiology Recording System. Passwords can be easily found on internet. 

ï Password sharing: Balance between security and usage. e.g. strong password 

control could slow or affect patient during emergency use of 

equipment.  Biometric, backdoor.   Not even to trusted coworkers. 

ï Legacy OS with security holes - work flow and server disruption. 

ï Third party software tools. E.g. network, motherboard, video card drivers. 

ï USB port: copy data, current overload, virus..  

ÅThreats & Risk 
ï Compromised medical device can be used to attack other 

devices é Treatment modification, accountability.  

ï Availability .. Halt treatment 

 

 

 

 

 



Privacy 

ÅVulnerabilities 
ïAccess to internet through connection to intranet: send data out 

of hospital. 

ïEmbedded web services with unauthenticated and unencrypted 
communication ï e.g. wireless defib web service use wifi 
certificates but can be downloaded. 

ïWeb interfaces ï SQL injection   Database servers: many use 
SQL structure for communication. If not configured properly, 
slight modification of SQL statement can delete, read all, inject 
false data  show examples.. 

ïBuggy application softwareé. 

 

ÅThreats & Risks 
ï Data Confidentiality .. Leaked to unintended 

recipients  

ï Integrity .. Treatment modification  

 



Difference way to hack 

 

Privacy 

Security 







Security Controls (vendor instructions) 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 

ÅAnti-Virus 

ÅOS patches 

ÅEncryption 

 

ÅApplication updates 



Å http://phoenixmed.arizona.edu/sites/default/files/events/images/schwartz-cybermed.pdf 



 



Security Controls 
ÅMedical device VLan   
ï (no antivirus, encryption, AD authentication) ï isolate from 

corporate; Med Eng responsibilities; Work with IT 

 

Å Proximity based access control, and distance bounding  
ïsolution for insecure web interfaces ï email alert 

 

Å Security agent software installed on service laptops 

 

Å Vendor remote access  
ïVendor Access Control Agreement, jump box to record activities 

ïVPN is not safe, give limited time 

 

Å Vulnerability detection product / network scanning tool 
ïNot work on older device with proprietary OS  

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Security Controls 
ÅImplement Active Directory login, multi-factor 

authentication process using a combination 
of user IDs, passwords, biometrics  

 

ÅPhysical access to equipment 

 

ÅUSB locks - Physical 

 

ÅDisposal of device with PHI 

 

ÅMonitoring and resolution of incidents 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Security Controls 

ÅWifi monitoring tools (e.g. Metageek) to 

monitor interference ï communication 

availability. 

 

ÅWifi authentication:  WPA2 Enterprise, 

MAC address white list with pre shared 

key, certificate. 

 

Leadership – Education – Pre Procurement security risk assessment – Inventory – Security Control 



Challenges in Medical Device 

Security: 
ÅPublicly available information from 

certification agencies, service manuals, 
and patent database - provide hacker with 
vital info 

 

ÅLack of cyber security awareness in 
development and certification by the 
manufacturers 

 

ÅDevelopment cycle can be as long as 10 
years 

 

 



Subscribe to Alert Reports: 

ÅMedical Device  

ïECRI 

 

ÅGeneral Computer Related 
Å ñThose reports typically go to information technology (IT) professionals to 

help guide mitigating systems and may be missed by healthcare 

technology management (HTM) professionalsòéBenjamin Esslinger 
http://www.aami.org/newsviews/newsdetail.aspx?ItemNumber=4801 

ïUS-CERT  United States Computer Emergency Readiness 

Team 

ïInfraGard  



Clinical Engineering 

Responsibilities 

in Medical Devices: 

ÅStart collecting MAC addresses 

ÅSafe operation of medical equipment 

ÅBe vigilant in noticing vulnerabilities in PHI 

and Security (Hardware, Software, and 

Network)  

 



http://www.aami.org/newsviews/newsdetail.aspx?ItemNumber=4806&utm_source=Email&utm_medium

=Web&utm_campaign=Conv 

Åñéhow quickly could a hospital 

recover from a cyber attack or 

how well will the system tolerate 

threats. Stakeholdersé should 

focus on availability of careéò 

 
ïBy Cybersecurity expert,  Kevin Fu 



References: 

Å Part 1 of 3: Best Practices for Medical Device Cybersecurity Management 
ï http://www.ceitcollaboration.org/docs/Cyber-Security-Part-II.pdf 

 

Å NH-ISAC   Medical Device Security: The Next Frontier 
ï file:///P:/Archive/MyDocument/EnterpriseDataSecurity/References/Medical-Device-Security-A-Sucking-Chest-Wound-That-Needs-Emergency-

Medicine.pdf 
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Thank you 


