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ECRI Health Technology Hazards

ECRI top 10:
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Top 10 Health Technology .
Hazards for 2018

Executive Brief

ECHI Institute is prowviding this abridged version of its 2018 Top 10 list of health technology hazards as a free public
sarvice to inform healthcare facilities about important safety issues involving the wse of medical devices and systems.
The full report—including detailed problem descriptions and ECRI Institute's step-by-step recommendations for addressing
the hamards—is available to members of certain ECRI Institute programs through their membership web pages.

The List for 2018

1. Ransomware and Other Cybersecurity Threats to Healthcare Delivery Can Endanger Patients

. Endoscope Reprocessing Failures Continue to Expose Patients to Infection Risk

. Mattresses and Covers May Be Infected by Body Fluids and Microbiological Contaminants

. Missed Alarms May Result from Inapprogriately Configured Secondary Notification Devices and Systems
. Improper Cleaning May Cause Device Malfunctions, Equipment Failures, and Potential for Patient Injury
. Unhokstered Electrosurgical Active Electrodes Can Lead to Patient Burns

. Inadequate Use of Digital Imaging Tools May Lead to Unnecessary Radiation Exposure

. Workarounds Can Negate the Safety Advantages of Bar-Coded Medication Administration Systems

. Flaws in Medical Device Networking Can Lead to Delayed or Inappropriate Care

Emmqmmhmm

. Slow Adogption of Safer Enteral Feeding Connectors Leaves Patients at Risk
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In The News
Financial Times..2017 Nov 8th

Medical Device Cybersecurity

Syringe pumps can be hacked and dosage

Changed: Industrial Control Systems Cyber Emergency
Response Team (ICS-CERT), part of the US Department of Homeland

Security

Recall of implantable cardiac defibrillators
and pacemakers

Wannacry ransomware.
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Leadership — Education — PreProcurement security risk assessment — Inventory — Security Control

ECRI: FiveSteps approach to
risk management

Leadership
Education

Pre-Procurement security risk
assessment

Inventory
Security Control
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BiomedIT Specialist

Work with IT closely T helps trouble
shootings

Reqgular security team meeting

Monitor changes in AD (Active
Directory), Firewall, Network, NAC
(Network Access Control)

Etc.
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Leadership — Education — Pre Procurement security risk assessment — Inventory — Security Control

Vulnerability Specification

CVSS (Common Vulnerability Scoring

System) - capture the principal characteristics of a

vulnerability and produce a numerical score reflecting its
severity to help organizations properly assess and prioritize their
vulnerability management processes.
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Leadership — Education — Pre Procurement security risk assessment — Inventory — Security Control

Assessing Exploitability with Common
Vulnerability Scoring System (CVSS)

* Establish a repeatable process by leveraging existing frameworks (e.g. CVSS)

Base Scoring (risk factors of the vulnerability)
Attack Vector (physical, local, adjacent, network)
Attack Complexity (high, low)

Privileges Required (none, low, high)

User Interaction (none, required)

Scope (changed, unchanged)

Confidentiality Impact (high, low, none)
Integrity Impact (none, low, high)
Availability Impact (high, low, none)

Temporal Scoring (risk factors that change over time)

Exploit Code Maturity (high, functional, proof-of-concept, unproven)

Remediation Level (unavailable, work-around, temporary fix, official fix, not defined)
Report Confidence (confirmed, reasonable, unknown, not defined)

CVSS — Common Vulnerability Scoring System https://wow first org/cvss 17

CVSS-common vulnerability scoring system calculator
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sampleCVSS report foBD 8015

Product Security Bulletin

e ﬁ Alaris™ PC Unit (PCU)
w Model 8015

January 2017

Alaris PCU model 8015 with software version 9.7 or later

Software versions 9.7 and later do not store any credentials on the removable CompactFlash
memory card but instead store this data on internal flash memory.

For an attacker to exploit this vulnerability, an attacker must physically open the Alaris PCU
model 8015, which would allow access to circuit boards containing the flash memory chip.
The attacker would then have to use advanced tools to read the flash memory, decode the
file system, locate and read the credential data.

To date there have been no reports of this vulnerability being exploited.
Clinical Risk Assessment and Patient Safety Impact

This vulnerability has been assessed for clinical impact by BD and represents a negligible
probability of harm to the patient, since no modifications can be made remotely to the clinical
functions of the Alaris PCU.

Product Security Risk Assessment and Vulnerability Score

BD has conducted internal risk assessments for this vulnerability and has also collaborated
with the U.S. Department of Homeland Security (DHS), U.S. Food and Drug Administration
(FDA), and independent security researchers to review baseline and temporal Common
Vulnerability Scoring System (CWVSS) scores as outlined below. These vulnerability scores can
be used in assessing risk within your own organization.

8015 with software version 9.5 or earlier:
5.3 (MED) CVSS:3.0/AV:P/AC:L/PREIN/UL: N/S:C/C:H/T: N/AIN

Rationale: Physical access is required to exploit this vulnerability. Attack complexity is LOW
based on awvailability of these wireless credentials on the PCU remowable Flash card, and no
system privilege is required. Due to the Changed Scope element of this vulnerability and the
nature of data that could be accessed (local wireless network access/authentication
credentials and other info discussed as Vulnerable Data), Confidentiality impact is HIGH.

8015 with software version 9.7 or later:
4.9 (MED) CVSS5:3.0/AV:P/AC:H/PRIN/UL:N/S: C/C:H/I:N/A:N

Rationale: Physical access is required to exploit this vulnerability. Attack complexity is HIGH

ase %n |imjl'_El:| availabilitv of these wireless credentials that are stored in the PCU on
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Vulnerability Specification

MDS2 (Manufacturer Disclosure
Statement for Medical Device Security)

provides medical device manufacturers with a means for disclosing to
healthcare providers the security related features of the medical devices
they manufacture.

E.g. what private data it collects, how they are stored and transmitted.
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http://www.himss.org/resourcelibrary/MDS2

Sample MDS?2 by GE

HM 1-2013
Page 17
I Manufacturer Disclosure Statement for Medical Device Security — MDS”
DEVICE DESCRIPTION
VICE Cﬁal_:pry anuiaciurer ocument 1L ment ease
17E9E Monitoring Systems, IGE Heaithcare 1 |26—Aug,—l4
Physiologic, Cardiac 1 1 1
Electrophysiology | | |
Dewcetodal — T hEimamRevsion T T T =~ —hAGEcResaeDate ]
MMac-Lab / CardioLab f SpecialsLab Iﬁ_':l_ﬁ ISep— 14
CombaolLab ! !
Company Mame Manufacturer Contact Information
GE Healthcare GE Healthcare
Manufacturer or e os o five MamaiBoson - J8200 West Tower Avenue
Representative | product Su Milwaukee, WI. 53223 USA
ontact Information Support
[CathLabTechSupport@med. ge.com |{224) 280-1008
[1-800-437-1171 1

Intended use of device in network-connected environment:
e Mac-Lab f CardioLab f SpecialsLab f CombolLab (System) is intended for acquiring, filtering, digitizing, amplifying, measuring and
alculating, displaying, recording and monitoring of clinical data from adult and pediatric patients. The System provides the ability to
ansmit patient data for storage, analysis and viewing at distributed locations within a clinical facility via network connectivity.

MANAGEMENT OF PRIVATE DATA
Yes, No, e
Refer to Section 2.3.2 of this standard for the proper interpretation of information requested in this form. MIA, or ﬁ
See Note
2y Can this dewvice display, transmit, or maintain private data (including electronic Frotected Health Information =
[ePHIN)? Yes .
| =3 Types of private data elements that can be maintained by the device:
B.1 Demographic (e.g., name, address, location, unigue identification number)? Yes o
B.2 Medical record (2.g.. medical record #, account #, test or treatment date, device identification number)?
Yes
B.3 Diagnostic/therapeutic (e.g.. photo'radiograph, test results, or physiologic data with identifying _
characteristics)? Yes
E.4 Open, unstructured text entered by device user/operator? Yes _
B.S Biometric data? No _
B.G6 Personal financial information? MNo o
c Maintaining private data - Can the device:
cA Maintain private data temporarily in volatile memaory (Le., until cleared by power-off or reset)? Yes J—
c2 Store private data persistently on local media? Yes #1
C.3 Importfexport private data with other systems? Yes _
c.4 Maintain private data during power service interruptions? Yes #2
D Mechanisms used for the transmitting, importing/exporting of private data — Can the devica:
I .1 Display private data (e.g._, wideo display, etc_}? Yes _
o2 Generate hardcopy reports or imaoes containing private data? Yes

https://mww3.gehealthcare.com/~/media/documents/us-global/support/product%20security/mds2/mlcl%20696%20mds2%20form%20hn%2012013. pdf
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RFP specs on privacy and security (IT)

IV Infusion Pumps Renewal RFP

Scoring Methodolgy as follows:

Unacceptable = 0 points

Meets Expecations = 1 point

Exceeds Expectations = 2 points

NB: For Exceeds Expecations please provide rationale
by inserting comment in the relevant box.

Exhibit 5 Information technology Questions Version 2

Evaluator Name

Hospital

Vendor1 Vendor2 Vendor3 |Vendord

Score Score Score Score

1.- Describe in detail the overall technical architecture being proposed in terms
of tiers’ (application / business logic layers, database layers, etc), and
components.

2. Where is the date and time associated to clinical documentation derived
from?

3.- Can the display date format on the pump be set to dd-mmm-yyy?

4 - s the solution certified fo run on VMWare; Citrix? if so, which versions?
5.- Have you successfully implemented your system in a virtual environment?
6.- Please specify the network closet requirements.

7 - Is the solution certified fo run on VMWare; Citrix? if so, which versions?
8.- Have you successfully implemented your system in a virtual environment?

9 - Does your product provide nafive support for .

a. 32 Bit Architecture

b. 64 Bit Architecture
10.- Does the solution include a Web and Application Server? Please describe:
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Education- FDA

United States Food and Drug
Administration enforces laws to protect

public by ensuring Medical Device
safety, etc.

Pay attention to FDA for guidance or
new standards.
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Leadership — Education — Pre Procurement security risk assessment — Inventory — Security Control

Education- NH-ISAC

The National Health - Information
Sharing and Analysis Center

Member driven intelligence information exchange system.

Members: healthcare infrastructure owners and operators,
and the organization supporting the health sector.

Provides members with actionable cybersecurity awareness.

Mission: enhance public trust by advancing health sector
resilience to threats and vulnerabilities.
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Education— MDISS

Medical Device Innovation,
Safety and Security consortium.

Members: health care providers, payers, manufacturers,
universities, government agencies, technology companies,
iIndividuals, patients, patient advocates and associations

Crowdsourcing Medical Device Risk Assessment platform

Compare to MDS2: more in depth assessments, and more
sharable

Develop and deliver best practices in public health, safety
science, and cyber security
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Education- MDISS, FDA, and
NH-ISAC collaboration

né to foster rapid sharing of me
threats, and mitigations... Doing so will help to proactively

address cybersecurity threats and vulnerabilities that may

| mpact P a t. itk ida.g&t@vdice/ddx phb/tal/medical-device-

cybersecurity/
deploy collaborative information systems to support medical
device risk assessment, surveillance and threat intelligence, and
vulnerability information sharing.
Encourage collaboration and responsible disclosure.
Initiatives:

Medical Device Risk Assessment Platform (MDRAP)

Medical Device Surveillance and Threat Intelligence (MDSATI)
Medical Device Vulnerability Information Sharing (MD-VIPER)
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Initiatives:

Feedback on New Models

Feedback on Mew Models E

b

l, Security Testing
- Firims
Complele Risk Assessments MDRAP
MDS2 Medical Device Risk Assessment
O QA Platform
4 \

Realtime Reqguirements (WVulnerabilities)

-

Healthcare

f——
Delivery Devvice
Organizatlions Manufacturers
Report Aacks  Report  ncident Alerts

Altacks

dident Alerts

Malware &
Intrusion
Experience

MDSATI

Medical Device Surveillance &
Threat Intelligence

Toronto General
Toronto Western

Princess Margaret
Toronto Rehab

COURAGE LIVES HERE

Device / Mode|
Yulnerahbilities, Risk &

Feedback on
Mew Models

MD-VIPER

Medical Device Vulnerability

Information Sharing

o

Independent
Security
Researchers

l ICS-CERT l

CVE

.

NH-ISAC
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Education- Guidelines

NIST 800-30 (Guide for conducting risk
assessments)

1SO14971 (Application of risk management
medical devices)

AAMI TIR57 (Principles for medical device
SeCU rlty' I'ISk man agement) - provides medical device manufacturers

with guidance on developing a cybersecurity risk management process

FDA: Post market management of
cybersecurity in medical devices

http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/UCM4
82022.pdf?source=govdelivery&utm_medium=email&utm_source=govdelivery
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Education- Conferences

AAMI (Association for the Advancement
of Medical Instrumentation)

HIMSS (Healthcare Information and
Management System)

The Archimedes Center for Medical
Device Security
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Inventory:Equipment Database

MAC address

P

DHCP status

Software revision

Patch level (vendor instructions)

Security control (login rights T default pw)
Multi factor authentication

Intrusion prevention system

Intrusion detection system

Risk assessment score

Vulnerability scanning (beware of SNMP discovery not
compatible)
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Medical Device Security

Types:
Privacy
PHI
Security
Software (login, application, drivers)
networking
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Security

Vulnerabilities

Lack of device embedded basic security control. e.g. antivirus, encryption

Default hard coded admin passwords T Documentation instructs not to change
password. Cannot support equipment if password changed. E.g.
Electrophysiology Recording System. Passwords can be easily found on internet.

Password sharing: Balance between security and usage. e.g. strong password
control could slow or affect patient during emergency use of
equipment. Biometric, backdoor. Not even to trusted coworkers.

Legacy OS with security holes - work flow and server disruption.
Third party software tools. E.g. network, motherboard, video card drivers.
USB port: copy data, current overload, virus..

Threats & RiIsk

Compromised medical device can be used to attack other
devices é Treatment modificatio

Availability .. Halt treatment

\ Toronto General
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Privacy

Vulnerabilities

Access to internet through connection to intranet: send data out
of hospital.

Embedded web services with unauthenticated and unencrypted
communication i e.g. wireless defib web service use wifi
certificates but can be downloaded.

Web interfaces T SQL injection Database servers: many use
SQL structure for communication. If not configured properly,
slight modification of SQL statement can delete, read all, inject
false data show examples..

Buggy application softwareé .

Threats & RIsks

Data Confidentiality .. Leaked to unintended
recipients

Integrity .. Treatment modification
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medical equipment u2015Novié
commissioning process

PHI item™ contains PHI or connects externally

Privacy

+ (ie. network, removable media
or data port)

Assessment areas:

PHI elements active use? vitern can be a DEVICE or o
ves |no |tbhd SYSTEN (SERVER]

. Name neither
- Dos

= SIN

C Trestrenl cate
= RN

L hmage

~ Physiclegic data

o Other

PHI storage (local)

o Valatile (eg. RaM)

o Norrvolatile: intermal [eg. intemal
Farc drive, internal flash mamarny)
= Norrwalatile: external {5 ush
flack memaory, CO}

-
- & data fonmat propriatany YN NA S e C u r I t
- is the data encryprec? Y/N/MNA |

PHI cutput destination

o display
L print A
© removatle madia
o server/iT system Networking
- does the dewvice have network capabdity? Y/N
I - & the devica connactad ta & netTwark? Y/N
> - iz the device dcoessed remote=ty [all

systers responding ¥ should have a vendor
access agrecment with infoemation Scournty
Office S10S] Y/N

Local Access Restriction
o logpin/password fuser level onty)
- is this function actively used? Y/N
- are unique lopins used? /N
- is sutodogofl us=a? Y/N
iz logen meonltoring used? ¥/

- are logs reviewec for incidents? ¥/~
 servcasadministrative logindpasswand
o physically =ecure

o lock and key [eg server rocm}
- restrctec area {eg card access dinical area,
OR. nursing staticr)

Software versions
- does the system use anti-wirus scftware? v/™N

- what is the name and wersion TXT
- whoat cperabng system and vwersion does the
esive s TXT

daes the operating system recaive regulas patches
and updates? Y/N/NA

Firewall
- describe the firewall setup. TXT

Commissioning process for items with |
" Patient Health Information and/or END
Cyber Security considerations




Toronto G
Toronto Wi
Princess M
Toronto Re

COURAGE LIVES HI

v

Assessment areas:

PHI elements | active use?

yes |no |tbd

0 Name

En]e]:)

0 SIN

0 Treatment date
0 MRN

O lmage

0 Physiologic data

0 Other

PHI storage (local)

0 Volatile (eg. RAM)

O Non-volatile: internal (eg. internal
hard drive, internal flash memaory)

0 Nen-volatile: external {eg. usbh
flash memeory, CD)

- is data format proprietary? Y/N/NA

- is the data encrypted? Y/N/NA

PHI output destination
O display

O print

O remoavable media

0 server/IT system
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Networking
- does the device have network capability?
- is the device being used on the network? Y/N
- |5 the device accessed remaotely ¥/ M/ MNA
- Are remote connections restricted
to specific devices ¥/N/MNA
- Are remote connections logged Y/N/NA

- Are logs reviewed for incidents ¥/

Access Restriction
o login/password
o lock and key
o biometric
o token
o other
- is the device physically located to
prevent unauthorized access? Y/N
- is the device physically secured to
prevent theft? ¥/N
- are unigue logins used? ¥,/N/MNA
- are users assigned need-based roles?
NS MA
- is auto-logoff used? Y/N/MNA
- is login monitoring used? ¥/N/NA
- are logs reviewed for incidents? ¥/N

Software versions
- does the system use anti-virus sofware? ¥/N/MNA

- what is the name and version TXT
- what operating system and version does the
device use TXT
- does the operating system receive regular patches
and updates? ¥/N/MNA

Firewall
- describe the firewall setup. TXT
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Secu nty Co ntrOIS/endor instructions)

Anti-Virus
OS patches
Encryption

Application updates
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FDA

MEDICAL DEVICE
CYBERSECURITY: FDA
APPROACH

CYBERMED SUMMIT
JUNE 9TH, 2017

SUZANNE B. SCHWARTZ, MD, MBA
ASSOCIATE DIRECTOR FOR SCIENCE & STRATEGIC PARTNERSHIPS
CENTER FOR DEVICES AND RADIOLOGICAL HEALTH
US FOOD & DRUG ADMINISTRATION

www.fda.gov 1
http://phoenixmed.arizona.edu/sites/default/files/events/images/schwartz-cybermed.pdf
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Key Medical Device Cybersecurity

FUA

Myth Busters

* Myth: Manufacturers are not .
permitted to make updates to
devices for cybersecurity without
going back to FDA first for “re-
certification”

* Fact: Most medical device software «
changes made solely to strengthen
cybersecurity do not require pre-
market review or product recall
(there are some exceptions).

Toronto General
Toronto Western
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Myth: Cybersecurity of medical
devices is voluntary for medical
device manufacturers and not
enforceable.

Fact: Medical device
manufacturers are required by law
to comply with all applicable
regulations, including the quality
system regulations (QSRs). The pre-
and post-market cybersecurity
guidances articulate that a
comprehensive, structured and
systematic cybersecurity risk
management program is necessary
under the Quality System
Regulation.
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Leadership — Education — Pre Procurement security risk assessment — Inventory — Security Control

Security Controls

Medical device VLan

(no antivirus, encryption, AD authentication) i isolate from
corporate; Med Eng responsibilities; Work with IT

Proximity based access control, and distance bounding
solution for insecure web interfaces i email alert

Security agent software installed on service laptops

Vendor remote access
Vendor Access Control Agreement, jJump box to record activities

VPN is not safe, give limited time

Vulnerability detection product / network scanning tool
Not work on older device with proprietary OS
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Leadership — Education — Pre Procurement security risk assessment — Inventory — Security Control

Security Controls

Implement Active Directory login, multi-factor
authentication process using a combination
of user IDs, passwords, biometrics

Physical access to equipment
USB locks - Physical
Disposal of device with PHI

Monitoring and resolution of incidents
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Leadership — Education — Pre Procurement security risk assessment — Inventory — Security Control

Security Controls

Wifl monitoring tools (e.g. Metageek) to
monitor interference 1 communication
availability.

Wifl authentication: WPAZ2 Enterprise,
MAC address white list with pre shared
key, certificate.
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Challenges in Medical Device

Security:

Publicly available information from
certification agencies, service manuals,
and patent database - provide hacker with
vital info

Lack of cyber security awareness In
development and certification by the
manufacturers

Development cycle can be as long as 10
years
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Subscribe tAlert Reports

Medical Device
ECRI

General Computer Related

A T h aeparts typically go to information technology (IT) professionals to
help guide mitigating systems and may be missed by healthcare

technology management (HTM)pr of essi onal Bsdsilg@&e nj a mi
http://www.aami.org/newsviews/newsdetail.aspx?ltemNumber=4801

US-CERT uUnited States Computer Emergency Readiness
Team

InfraGard
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Clinical Engineering
Responsibilities
In Medical Devices:

Start collecting MAC addresses
Safe operation of medical equipment

Be vigilant in noticing vulnerabllities in PHI
and Security (Hardware, Software, and
Network)

\ Toronto General
; ‘ Toronto Western
‘ ‘ Princess Margaret
Toronto Rehab
COURAGE LIVES HERE



N éow quickly could a hospital
recover from a cyber attack or

how well will the system tolerate
threats. St a k e h o Ishiddr s «
focus on availability ofc ar e € o

By Cybersecurity expert, Kevin Fu

http://www.aami.org/newsviews/newsdetail.aspx?ltemNumber=4806&utm_source=Email&utm_medium
=Web&utm_campaign=Conv
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Thank you
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